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EREF small hydropower updates

The hydropower sector is currently 
facing numerous regulatory and 
environmental challenges that could 

hinder its development. In this context, 
EREF’s activities include both legislative 
initiatives and consultations with poli-
cymakers, as well as projects promoting 
innovative technologies. Below is an over-
view of the most important current initia-
tives and interventions by EREF that sup-
port the sector’s growth across European 
Union (EU) member states.

Signing the Paris Pledge
EREF has signed the Paris Pledge on 
Pumped Storage Hydropower (PSH) — 
a shared industry commitment to unlock 
the full potential of PSH in support of 
the European clean energy future. It is 
launched and published at the Interna-
tional Forum on Pumped Storage Hydro-
power in Paris on 9 September 2025. 
As Europe advances toward a renewa-
ble-powered future, long-duration elec-
tricity storage has become a critical pil-
lar for grid stability, energy security, and 
industrial decarbonisation. Pumped stor-
age hydropower (PSH) is currently the 
most scalable and cost-effective long-du-
ration storage solution available.

The future of SPH
EREF will organise a workshop on small 
pumped hydropower (SPH) for Euro-
pean decision-makers in Brussels between 
December 2025 and February 2026 due 
to overlapping schedules in the European 
parliament. EREF will showcase examples 
from its member France Hydro Electric-
ité (FHE) who has a working group on that 
topic and who is in discussions with the 
French Government. There are currently 
29 projects plans in the pipeline in France. 
The average installed capacity per project 
is 9 MW, so a total of 220 MW, with an 

average cost of 3,300 €/kW. A fast estima-
tion of the potential leads easily to more 
than 1,000 MW which just should request 
100 projects of 10 MW. EREF’s workshop 
will introduce the concept of SPH and 
highlights French case studies. This will 
serve as discussion basis for an enabling 
legal framework including important top-
ics such as permitting, profitability of flex-
ibility technology and the current energy 
market schemes, and the use of CfDs. 

EREF defends small hydropower  
in the Czech Republic
EREF supports its Member SPVEZ, the 
Czech hydropower association, against 
infringement procedures against the 
Czech Republic by the European Commis-
sion for failing to comply with obligations 
under the EU’s Water Framework Direc-
tive. The Commission sent letters of for-
mal notice the Czech Republic citing its 
failure to properly transpose key provi-
sions of Directive 2000/60/EC. The main 
issue lies in the  insufficient frequency of 
periodic reviews of water permits. Accord-
ing to the Directive, EU Member States 
must implement and periodically update 
programmes of measures in each river 
basin district. The Commission found that 
Czechia falls significantly short of this 
requirement as some permit reviews occur 
only once every 30 years. Shorter periodic 
reviews of water permits of ten to twelve 
years would however destroy business 
cases and return on investments for small 
hydropower plants.

Small hydropower in Sweden  
under regulatory pressure
EREF supports its Member, the Swed-
ish Hydropower Association (SVAF), in its 
defence of the small hydropower in Swe-

den. SVAF is an organisation for small-
scale hydropower (under 10 MW). In Swe-
den, small-scale hydropower plants have 
a total output of 1,000 MW (equivalent to 
a large nuclear power plant) and produce 
nearly 5 TWh of electricity (7% of Swe-
den's hydropower).

For a long time, governments have inter-
preted EU Water Framework Directive 
and its implementation in a disadvan-
tageous way against small hydropower 
plants. Of 14 hydropower plants under 
recent review, the Government ordered 
eleven plants to be dismantled. Moving 
forward in this way would risk damage 
to the Swedish electricity system, where 
hydropower is vital. SVAF is not opposed 
to implementing cost-effective environ-
mental measures. However, they should 
be implemented where they are biologi-
cally beneficial, not because of summarily 
set environmental quality standards.

Due to similar worrying developments in 
Finland and other EU Member states, EREF 
and its members, prepare a comprehen-
sive report for the European Commission 
on the situation of small hydropower in 
the EU and assess the impact of the trans-
position of relevant EU legislation such 
as the Renewable Energy Directive or the 
Nature Restoration Regulation. 

The European Renewable Energies 
Federation (EREF) is stepping up its 
efforts to support hydropower in 
Europe — from backing the devel-
opment of pumped storage plants, 
to defending the sector’s interests 
in the Czech Republic and Sweden 
against unfavorable regulations, and 
preparing a report for the European 
Commission on the impact of EU leg-
islation on small hydropower (SHP).
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Mavel is among the world leaders in the supply of low-head Kaplan turbines, which are realized in all variants. 
The largest low-head horizontal turbines produced at Mavel so far have a runner diameter of 5,000 mm. Most 
low-head turbines are installed in Poland and the Czech Republic. Mavel is also an important exporter mainly to 
the USA, Canada and Japan, but also to European and Asian countries

www.mavel.com

Mavel, a.s. is a global manufacturing and engineering 
company that specializes in the supply of hydro turbi-
nes and related technologies for hydropower plants 
from 30 kW to 50+ MW. Mavel has its own research 
and development department and is able to meet the 
demands of customers from all over the world.

Mavel offers following types of hydro turbines:

•	 Kaplan 
•	 Francis
•	 Pelton
•	 Micro

The company Mavel was founded in 1990 and since 
then has already installed more than 560 turbines 
for 370 hydropower plants in 44 countries worldwi-
de on five continents. Mavel is ISO 9001:2015, ISO 
14001:2015, ISO 3834-2:2021 and ISO 45001:2018 
certified company. All turbines are designed and ma-
nufactured in own production facilities in the Czech 
Republic.

Mavel offers complete services:

•	 Engineering, Manufacturing
•	 Refurbishments and Repairs
•	 Assembly
•	 Quality Control
•	 Electrical Equipment
•	 Installation and Commissioning
•	 Performance Tests
•	 Warranty and After Warranty Service
•	 Maintenance and Repairs
•	 Spare Parts Delivery
•	 Diagnostics of Equipment Condition and Defects 
•	 Measurement
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Kaniv PSP and the requirements  
of the Ukraine’s energy system

The Kaniv PSP project began in 1984 
with the development of a feasibility 
study for the construction of a 3,600 

MW plant on the Dnipro River. However, 
further work was halted due to a morato-
rium that regulated emergency measures 
aimed at stabilizing the economic situation, 
which remained in place until its cancella-
tion in 1994.

In 2013, the revision of the “Construction of 
the Kaniv PSP” project documentation was 
completed, and procedures for state review 
and project approval were carried out. In 
that version, the plan envisaged the con-
struction of four reversible hydro-units, each 
with a capacity of 250 MW, with the main 
purpose of providing regulatory capacity to 
Ukraine’s power system, particularly in coor-
dination with nuclear power plants.

Since the initial development and approval 
of the Kaniv PSP basic design, the struc-
ture of Ukraine’s power generation and 
consumption has undergone significant 
changes. The share of electricity generated 
from solar and wind power plants continues 
to grow, increasing the demand for hydro-
power units capable of providing broader 
and more flexible power regulation within 
the national energy system.

Impact of the war on the  
national power system
Following the onset of russian aggres-
sion, Ukraine has suffered extensive dam-
age both at power generation and distri-
bution facilities (as many Ukrainian power 
plants have been either partially or com-
pletely destroyed, or even occupied and 
forcibly disconnected from the Unified 
Energy System (UES), as in the case of the 
Zaporizhzhia nuclear power plant) and at 

large Ukrainian enterprises that are elec-
tricity consumers. This has led not only to 
a significant decline in electricity produc-
tion and consumption but also to substan-
tial changes in the structure of generat-
ing capacities and energy usage, as today 
a growing share of electricity in Ukraine is 
being generated by solar and wind power 
plants, which requires the expanded use of 
hydro units with broader regulation capa-
bilities within the UES. Today, there is an 
urgent need not only for new regulating 
generating capacities such as hydropower 
plants but also for expanding their capabil-
ities for deeper regulation.

Location and infrastructure
The construction site of the Kaniv PSP is 
located in the Cherkasy District, Cherkasy 
Region, on the right-bank plateau of the 
Kaniv Reservoir, 10 km from the existing 
Kaniv hydropower plant.

The main structures of the Kaniv PSP include:
•	 an upper water reservoir with a total vol-

ume of 29.9 million m³ and a useful vol-
ume of 25.8 million m³. The water levels 
in the reservoir remain unchanged — the 
normal water level (NWL) is + 202,000 m, 
the dead water level (DWL) is +180,000 m, 
and the reservoir bottom elevation is 
+176,000 m;

•	 a reversible water intake with an inlet 
channel and retaining walls;

•	 four penstocks made of steel-reinforced 
concrete and backfilled, with an internal 
diameter of 8.00 m along most of their 

length. Two of the penstocks branch into 
two penstocks with a diameter of 5.70 m 
near the approach to the powerhouse;

•	 the powerhouse with 6 reversible hydro 
units, an assembly site, and a gate storage;

•	 an outlet channel with abutments;
•	 a pre-station site with a service and 

industrial building.

Planned operational modes
The operating modes of the Kaniv PSP are 
diverse and depend on the operating con-
ditions of the energy system in different 
seasons of the year, days of the week, and 
hours of the day (morning and evening 
peaks, night and daytime off-peak load). 
Since it is extremely difficult today to 
determine the needs of the energy system 
of Ukraine during the wartime and post-
war periods, as well as the operating mode 
for the period of completion of construc-
tion and commissioning of the plant, the 
efficiency calculations are developed based 
on the physical possibilities of the plant's 
operating hours, based on the volume of 
the upper reservoir and the parameters of 
the units.

At the previous stages of developing the 
Terms of Reference for revision of the basic 
design for "Construction of the Kaniv PSP", 
different options for the number and unit 
capacity of hydro units were considered:
•	 option 1 — four hydro units with con-

stant speed of 250 MW each;
•	 option 2 — four hydro units of 200 MW 

each (2 with constant speed and 2 with 

The construction of the Kaniv pumped 
storage hydropower plant (PSP) is 
expected to play a key role in stabiliz-
ing Ukraine’s power system. The pro-
ject, which originated in the 1980s, has 
been repeatedly updated to address 
contemporary challenges, includ-
ing the increasing share of renewable 
energy sources and the need to expand 
regulatory capacity under wartime and 
post-war conditions.

Fig. 1. General view of the Kaniv PSP



variable speed) plus 2 hydro units  
of 100 MW with constant speed;

•	 option 3 — six hydro units of 167 MW 
each, 4 with constant speed and  
2 with variable speed.

However, technical and cost analy-
ses showed that none of the above var-
iants met the established requirements.  

Fig. 2. Longitudinal section of the Kaniv PSP

Fig. 3. Power variation range for pump turbines with constant and variable speed

power range in % of nominal value

pump turbines with shg 
(constant speed)

pump-turbines with ashg 
(variable speed)

turbine mode 40–100 30–100

pump mode 0 60–100
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Therefore, the fourth option was accepted 
for further consideration and develop-
ment, which includes four penstocks, two 
of which split before the powerhouse into 
smaller-diameter penstocks, and hydro 
units of different capacities — 2 of 250 MW 
and 4 of 125 MW, of which two units are 
equipped with motor-generators with vari-
able speed, i.e., with adjustable speed.

Important elements of the basic design 
revision for the construction of the Kaniv 
PSP also include increasing the volume 
of the upper water reservoir and protect-
ing all structures and equipment from mis-
sile and drone attacks. Therefore, all design 
and layout decisions for the structures and 
equipment of the PSP are made in accord-
ance with modern protection requirements 
— deep underground installation of struc-
tures, placement of all technological sys-
tems in underground facilities, and person-
nel protection.

The proposed hydro units for further con-
sideration enable operation within a wider 
power output range in turbine mode, as 
well as allow for regulation of consumed 
power in pump mode. Table 1 shows the 
preliminary power variation range for 
pump turbines with synchronous hydro 
generator (SHG) and asynchronous hydro 
generator (ASHG).

Figures 4 and 5 graphically present the 
operating zones of the Radial-axial pump 
turbine-B-480 (RAPT- B-480) pump tur-
bine with a capacity of 125 MW in turbine 
mode and 142 MW in pump mode when 
covering the load schedule of the Unified 
Energy System (UES) of Ukraine. The blue 
area represents the turbine operating zone, 
the green indicates the pump mode, and 
the black shows the dead zone.

The advantages of using pump-turbines 
with variable speed are evident, although 
the cost of such units is significantly higher 
than that of pump turbines with constant 
speed. When comparing the parameters 
of pump turbines in the recommended 
option with the options considered at pre-
vious stages, it can be stated that the rec-
ommended option demonstrates rather 
high technical performance and can be 
adopted for further development. Even 
greater potential for expanding the power 
regulation range of the PSP in pump mode 
can be achieved by operating the pump 

turbines in hydraulic short-circuit (HSC) 
mode, where two units can simultaneously 
operate in different modes and the system 
receives the difference in their power out-
put. For the recommended configuration, 
such operation will be possible provided 
that the pump turbines are connected to 
different penstocks. The economic effi-
ciency of using the HSC mode should be 
further assessed based on the cost of pro-
viding network services.

Role of the Kaniv PSP in  
Ukraine’s power system
In the post-war period, Ukraine will have 
to restore power plants and networks, as 
well as build new sources of power gen-
eration. Taking into account Ukraine’s 
future accession to the EU and its recent 
integration into ENTSO-E, it is necessary 
to plan for the integration of prospective 
Ukrainian energy facilities already today. 
A detailed analysis of all technical aspects 
of the Kaniv PSP project has shown that 

its construction is essential to ensure the 
reliable and safe operation of the power 
system.

The proposed configuration of hydro 
units of different capacities and designs, 
including pump turbines with variable 
speed combined with the use of hydrau-
lic short-circuit (HSC) modes, will allow for 
the most flexible response to the Ukrain-
ian energy system's need for regulating 
capacities.

Maria Bishko 
Deputy director general for investment activities 
and international financing 
Ukrhydroenergo PJSC

Vadym Kraynyk 
Chairman of the Board 
Ukrhydroproject PRJSC

Vadym Galat 
Chief design engineer of the Kaniv PSP 
Ukrhydroproject PRJSC

Fig. 4. Operating zones of 2×250 MW pump  
turbines with SHG and 4x125 MW with ASHG

Fig. 5. Operating zones of 2×250 MW pump turbines with 
SGM, 2×125 MW with SHG and 2×125 MW with ASHG

PROJECTS / Kaniv PSP and the requirements of the Ukraine’s energy system

The graphics come from the authors’ archive.
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Step-by-step modernisation of the Otmuchów 
Reservoir outlet structure

Sometimes hydraulic structures need 
something like a “rejuvenation ther-
apy” — precise diagnostics, well-

planned repair measures, and carefully 
selected structural solutions. This was 
exactly the case with the modernisation of 
the outlet structure at the Otmuchów Res-
ervoir. Much like in medicine, there are dif-
ferent approaches to “treating” a structure: 
superficial fixes, preventive actions, symp-
tom-based repairs, or in some cases, a thor-
ough therapy based on solid diagnostics. 
The latter — when tailored to the specific 
nature of the structure — offers the greatest 
assurance of lasting results.

Today’s reflection focuses on precisely such 
a comprehensive approach and highlights 
one of the largest and most interesting pro-
jects in my modest professional career — 
the outlet structure of the Otmuchów Res-
ervoir, combined with a hydropower plant. 
This is the oldest and largest reservoir in the 
Nysa Kłodzka River cascade to date. The 
aim of this article is to illustrate the recom-
mended course of action by presenting the 
entire implementation process, which took 
place between 2008 and 2013. I describe 
the full project cycle — from the pre-de-
sign and design phases, through construc-
tion, all the way to quality control carried 
out after ten years of operation, including 
after a flood wave in September 2024.

Technical specifications
The structure itself is a highly interesting 
facility, both in terms of its functional solu-
tions and its structural and architectural 
design. It is integrated into the earth dam 
body, which has a total length of approx-
imately 3.6 kilometers. This dam enables 
water impoundment, thereby forming the 
reservoir basin. The main element, located 
in the central part of the dam, is a concrete 
block structure consisting of two zones. 
The first zone is the power block, which 
includes two hydro units, two inlet cham-
bers for the hydro units, turbine and gener-

ator chambers, as well as separate, double 
tailrace tunnels for each hydro unit. After 
modernisation completed in 2014, the 
hydropower plant is equipped with Kaplan 
turbines with a flow capacity of 18 m³/s 
and an installed capacity of 2 × 3.49 MW, 
driving synchronous generators rated at 
3.72 kVA. The structural solutions employed 
are illustrated by the longitudinal section 
through one of the twin hydro units (Fig. 1).

The second zone consists of outlet blocks, 
formally known as bottom outlet blocks, 
located on both sides of the power sec-
tion. Each block is a massive concrete 
structure with three bottom outlets. 
A power house with a riveted steel struc-
ture is built on top of their construction. 
The longitudinal section through one of 
the outlets is shown in Fig. 2.

An interesting and distinctive feature of 
the structure is the operational closures of 
the bottom outlets, known as Chop valves, 
named after their designer. These are 
cylindrical closures with a vertical operat-

ing arrangement, reminiscent of solutions 
used in the circulation channels of navi-
gation locks from the late 19th and early 
20th centuries. However, in this case, due 
to high mechanical loads, their drive sys-
tems were specially adapted and equipped 
with vibration dampers. They are located in 
the machine hall and are operated from the 
floor level. The beginnings of this moderni-
sation date back to the second half of 2008, 
when the pre-design phase began, covering 
a full spectrum of physical and mechanical 
property tests of the materials used in the 
structure — primarily concrete, but also the 
mortar in the joints of masonry structures 
— massive stone retaining walls protecting 
the embankment of the downstream slope 
on both sides of the bridge above the outlet 
section of the structure. The “patient’s” con-
dition at the pre-design diagnostic stage is 

The modernisation of the outlet structure of the Otmuchów Reservoir is a prime 
example of how engineering combines precise diagnostics with comprehensive 
design and construction work. The process, which began in 2008, included mate-
rial testing, structural reinforcement, and the implementation of modern tech-
nical solutions. Its effectiveness was confirmed during regular operation and 
a flood test conducted in 2024.

Fig. 1. View of the southern crest wall of the  
outlet-power structure of the Otmuchów  
Reservoir (2008)

Fig. 2. Cross-section of one of the hydro units

Fig. 3. Cross-section of one of the bottom outlets

outlet section

Chop valve
outlet section
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somewhat reflected in the included pho-
tographs (Fig. 4–8), taken during inventory 
and testing works that enabled the selection 
of appropriate repair methods for individ-
ual structural elements. To assess the techni-
cal condition of the masonry structures, the 
most representative locations were selected 
based on detailed inspections and “pene-
tration” tests using a carpenter’s hammer. 
For the concrete structures — both massive 
gravity-working elements and those bear-
ing static and dynamic loads (such as the 
slabs of the bridge above the outlet of indi-
vidual tailrace tunnels) — Schmidt hammer 
sclerometric tests were also performed.

The tests carried out in this manner allowed 
the identification of areas in the struc-
ture characterized by relatively the lowest 
rebound counts and thus potentially the 
weakest zones, which formed the basis for 
selecting the repair technologies. Core sam-
ples with a diameter of 100 mm and depths 
of up to 45 cm were taken from these loca-
tions (for non-massive load-bearing ele-
ments, the depth was adjusted accord-
ing to geometry, reinforcement layout, and 
load conditions). The analysis of the samples 
enabled laboratory testing of the concrete 
properties — compressive strength, water 
absorption, porosity, longitudinal modulus 
of elasticity, frost resistance, and contami-
nation level with harmful salt ions — which 
made it possible to select the most suita-
ble repair and protection methods depend-
ing on the type and intensity of loads they 
are subjected to. Detailed inspections of 
the core samples also allowed determin-
ing the extent of concrete corrosion, the 
necessary depth of investigation, as well 
as the type and progression of corrosion 
processes in specific areas of the structure, 
and their main causes. When analyzing 
the causes and extent of corrosion in con-
crete elements, the specifics of the working 
conditions of individual parts of the struc-

ture were taken into account, including the 
type and intensity of corrosive factors. Dur-
ing fieldwork, the methodology for in-situ 
chemical testing was continuously adapted 
to the actual conditions of the facility. This 
approach made it possible to precisely iden-
tify the main factors causing chemical cor-
rosion and its extent, including carbonation, 
chloride, sulfate, and nitrate corrosion. The 
analyses showed that the primary destruc-
tive factors of the corroded structural ele-
ments were mixed influences, i.e., chemical 
and mechanical in nature. This combina-
tion consisted of: the leaching action of soft 
rainwater, freeze-thaw cycles in concrete 
pores saturated with water, and thermal 
effects caused by significant daily temper-
ature variations due to exposure to sunlight, 
wind, and precipitation.

The information gathered about the actual 
condition of the structure allowed for the 
selection of optimal solutions tailored to 
the specific operational requirements of 
each design area and the scope of inter-
ventions in the structure. The correct-
ness of these solutions has been success-
fully verified through ongoing operation 
of the facility, which after more than ten 
years continues to maintain its protective 
function and aesthetic qualities. To confirm 
the technical condition, below are photo-
graphs taken approximately one year after 
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Fig. 4. View of the lower surface of the cylindrical 
Chop valve, one of the bottom outlets (2008)

Fig. 9. View of the concrete condition in the mainte-
nance closure storage niche and a section of the ser-
vice platform at the outlet part of the outlet-power 
structure of the Otmuchów Reservoir (2008)

Fig. 5. View of the outlet of the left-side discharge 
section – outlets no. 4, 5, and 6 of the outlet-power 
structure of the Otmuchów Reservoir (March 2008)

Fig. 7. View of the outlets of tunnels no. 8 and 9 (bot-
tom outlets no. 4 and 5), one of the tunnels of hydro 
unit no. 2 (partially obscured by the maintenance clo-
sure crane), and a section of the service platform with 
the gantry crane track of the outlet-power structure 
of the Otmuchów Reservoir (May 2008)

Fig. 8. View of the service platform with the gantry 
crane track for operating maintenance closures at 
the lower section of the outlet-power structure of 
the Otmuchów Reservoir (condition in 2008)

Fig. 6. View of the outlet of tunnel no. 10 (bottom 
outlet no. 6) of the outlet-power structure of the 
Otmuchów Reservoir (May 2008)

Fig. 10. View of the advanced corrosion state of the 
mortar (or rather the sand itself) in the joints of 
the stone retaining wall on the southern (right) 
side of the service platform at the outlet section of 
the outlet-power structure of the Otmuchów Res-
ervoir (May 2008)
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the completion of the renovation works 
and again 11 years later.

Based on the case described, it can be 
stated with full confidence that the results 
clearly confirm the importance of conduct-
ing thorough pre-design diagnostics dur-
ing renovation, repair, and reinforcement 
of existing structures. A detailed analy-
sis of the technical condition, selection of 
appropriate repair methods, and quality 
control at every stage of the work not only 
restore the functionality and durability of 
the structure but also preserve its aesthetic 

qualities. The experience gained during 
the modernisation of the Otmuchów Res-
ervoir outlet structure demonstrates that 
a systematic, data-driven approach forms 
the foundation for effective management 
of the durability of hydraulic engineering 
structures, and this knowledge can serve as 
a model for similar projects in the future.

Fig. 13. View of the service platform at the lower level 
and the outlets of the bottom outlet tunnels and 
hydro generators of the outlet-power structure of 
the Otmuchów Reservoir (July 2017)

Fig. 14. View of the service platform at the lower level 
and the outlets of the bottom outlet tunnels and 
hydrogenerators of the outlet-power structure of 
the Otmuchów Reservoir (December 2024)

Fig. 11. View of one of the cores taken from the surface 
of the service platform at the outlet section of the 
outlet-power structure of the Otmuchów Reservoir 
immediately after extraction (April 2008)

Fig. 12. View of one of the cores taken from the vertical 
wall surface of the outlet section of one of the tun-
nels of the outlet-power structure of the Otmuchów 
Reservoir immediately after extraction (April 2009)

Dariusz Niemirski
Hydraulic engineer

Photos and graphics come from the 
author’s archive.
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Cyberattacks on Poland’s critical infrastructure

“Water levels in the reten-
tion reservoir are drop-
ping (…). We thought it 

was just a routine station failure” [1] — 
said on TVP3 Olsztyn the Director of the 
Water and Sewage Management Plant 
in Tolkmicko, where at the end of Janu-
ary parameters of the local water treat-
ment station were manipulated. The 
unexpected level change was caused by 
a group specializing in attacking indus-
trial automation devices (ICS/OT). They 
typically try to set maximum parame-
ters in a given environment — e.g., water 
flow, pressure or temperature.

Real incidents
The series of attacks on Poland’s water and 
wastewater sector began with an attack on 
the wastewater treatment plant in Wydminy 
(Warmian-Masurian Voivodeship). The inci-
dent took place in April 2024 and did not 
have any real consequences for service 
recipients. The next target of the pro-Rus-
sian group was the wastewater treatment 
plant in Kuźnica (Podlaskie Voivodeship), 
which fell victim to the hacktivists in Sep-
tember of last year. The footage showed, 
among other things, manipulation of the 

reactor’s technological parameters. The 
attack was confirmed by the local authori-
ties. [2] At the beginning of February 2025, 
pro-Russian hacktivists managed to attack 
three Polish water treatment plants located 
in Tolkmicko (Warmian-Masurian Voivode-
ship), Małdyty (Warmian-Masurian Voivode-
ship) and Sierakowo (unidentified). Shortly 
after these events, Krzysztof Gawkowski 
— Deputy Prime Minister and Minister for 
Digital Affairs — published a statement on 
attacks against industrial control systems. 
“Importantly, some of these attacks affected 
the actual operation of systems, and their 
effects were felt by service recipients,” the 
statement said.

Further targets of the attacks
In April, pro-Russian hacktivists managed 
to attack the wastewater treatment plant 
in Witkowo (Greater Poland Voivodeship). 
During the attack they changed, among 
other things, the flow and operating level. 
The pro-Russian hacktivists also managed 
to attack the same small hydropower plant 
(SHP; in Polish: MEW) twice. The incident 
concerned a 75 kW unit. The hacktivists 
managed to shut down the runner and 
generator and close the water flow. This 
cyberattack shows that SHPs can also be in 
hacktivist crosshairs. Other targeted facili-
ties included, among others: the Szczytno 
Water Treatment Station (May 2025). In 

For the past several months, water 
treatment plants and wastewater 
treatment facilities have been con-
stantly in the crosshairs of a pro-Rus-
sian hacktivist group¹. Poland is not 
defenseless in the fight against cyber-
criminals, yet their actions have had 
a real impact on residents of our 
country. The problem is that some of 
the attacks were most likely relatively 
simple to prevent

Fig. 1. Change in parameters at the Tolkmicko Water Treatment Station

Fig. 2. Frame from the attack on the wastewater treatment plant in Witkowo

¹ � An individual or group using computer and network technologies 
to promote political, social, or ideological objectives (editor’s note).

Fig. 3. From left: frame from the first and second attack on the hydropower plant
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that case, the entity had previously been 
informed it was visible from the public 
internet, yet the attack still occurred.

We are not defenseless, but there is 
work to do
Although the attacks sound spectacular 
and have a real impact on Poles, we must 
not forget that many of them are pre-
vented before they cause any damage. In 
April, Krzysztof Gawkowski reported that 
within a few days 17 out of 18 attacks on 
critical infrastructure had been thwarted. 
In August, he also informed the public 
about stopping an attack that could have 
cut a large city off from water. The prob-
lems we see today were described by CERT 
Polska in the 2024 report. The experts 
found 299 vulnerable VNC servers (capa-
ble of remote management). “Many of 
them provided access to control panels 
of facilities such as water treatment plants, 
industrial furnaces or small hydropower 
plants,” the CERT report stated. CERT 
Polska² had already reported a serious 
threat to the security of Polish indus-
trial automation in May 2024. “CERT Pol-
ska has also recorded cases in which the 
attack had a real impact on the operation 
of physical systems,” the communiqué said.

Problems in Poland’s water 
and wastewater sector
Today there is no organization “too small 
to become a target.” This is confirmed 
by the manipulation of parameters at 
SHPs and water systems in small enter-
prises. A frequently recurring configura-
tion error is exposing management pan-

els to the public internet. In many cases, 
a given component does not need to be 
internet-visible to function correctly. The 
recommendations from February of this 
year state plainly that remote connec-
tions using VNC or RDP and access to con-
trol panels via a web browser should be 
impossible — even when “strong pass-
words” are used. There are, however, sit-
uations where remote access to infrastruc-
ture may be necessary. In such cases, it is 
recommended to use VPNs (virtual private 
networks) and two-factor authentication 
so that attackers cannot gain unauthor-
ized access to the infrastructure with just 
a login and password. Additionally, CERT 
Polska recommends limiting the ability to 
establish VPN sessions only to specific IP 
addresses (e.g., originating in Poland).

Importantly — sometimes devices vul-
nerable to cybercriminals are detected by 
the appropriate institutions, but contact-
ing administrators is hard or impossible. 
“Unfortunately, in many cases industrial 
devices are connected to the internet via 
cellular routers whose IP address points to 
the mobile operator whose SIM card was 
used. In such a situation we have no way 
of reaching the owner; we can only for-
ward the information to the telecommu-
nications operator,” CERT Polska noted in 
its study, which recommends using private 
APNs (a segregated data transmission net-
work) for sending telemetry over cellular 
networks. Among the recommendations 
for system administrators, the following 
are worth highlighting:
•	 regular system updates,
•	 network segmentation (isolating indus-

trial automation devices from others),
•	 detecting anomalies in network traffic,

² � A team operating within NASK – the National Research Institute, estab- 
lished in 1996 to respond to computer security incidents; responsible  
for carrying out the tasks of CSIRT NASK, one of three national-level  
teams within Poland’s national cybersecurity system (editor’s note).

Fig. 4. Szczytno Water Treatment Station – frame from the attack
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•	 analyzing how visible the facility is from 
the public network.

The attack isn’t that sophisticated
When we think of cyberattacks, we may 
picture cybercriminals carrying out com-
plex operations as they try to bypass or 
break specific safeguards. In the case of 
attacks on hydropower plants, water treat-
ment stations or wastewater treatment 
plants, the situation is quite different — 
many of them are so-called low-hanging 
fruit, meaning they are easy to take over.

In May 2024, CERT Polska described 
how hacktivists identify Polish indus-
trial automation devices that are vulner-
able to attack. Cybercriminals use pub-
licly available services that allow them to 
find devices exposed to the public inter-
net, such as Shodan, ZoomEye and Cen-
sys. This means pro-Russian groups do not 
need to exploit software vulnerabilities 
or run months-long campaigns — they 
legally find potential targets characterized 
by insufficient security.

Cybersecurity as an investment
Taking basic steps to secure one’s infra-
structure does not have to involve enor-
mous costs. This is especially important for 
small enterprises in the water and waste-
water sector. The first step should be to 
analyze the current environment for pub-

lic exposure — not only for VNC or RDP, 
but also SSH or browser-visible panels. 
Cybercriminals usually do not “hack” such 
units; they simply log in to an insufficiently 
secured administrator account. If you sus-
pect a cyberattack on your infrastruc-
ture, you should immediately contact the 
appropriate CSIRT. For most facilities, this 
will be CERT Polska, which can provide real 
assistance in handling the incident.

Many attacks could have been pre-
vented by removing public internet expo-
sure. Awareness of threats is the first step 
toward real improvements in the security 
of the devices our daily lives depend on. 
The primary task of industrial automation 
devices is to operate correctly — some-
thing that, given today’s threat level, can 
be interrupted instantly by a cyberattack. 
Cybersecurity is no longer an “add-on” 
but a necessity. Pro-Russian groups will 
not hesitate to attack any facility that can 
deliver a propaganda win.

Time to act – calmly
Cyberattacks on water treatment stations 
or wastewater treatment plants may occur 
in the near future, which should not instill 
fear — the relevant services are watch-
ing over our safety. Above all, it is worth 
analyzing your own IT infrastructure and 
industrial automation for potential risks. 
Statistics from CERT Polska’s 2024 report 

unfortunately still indicate that many enti-
ties expose insufficiently secured ICS/OT 
control panels to the internet.

If a location temporarily loses access to 
water or a power plant fails — above all, 
let’s stay calm and avoid spreading unver-
ified narratives. Not every disruption in 
the water and wastewater sector will be an 
attack.

A problem for some smaller entities is also 
that manipulation of device parameters 
can go unnoticed. It is hard to blame them 
when they lack sufficient personnel and 
resources to monitor the network around 
the clock.

Oskar Klimczuk
Editor 
CyberDefence24

Sources:
1.	https://olsztyn.tvp.pl/87239316/hakerzy-w-

natarciu-na-celowniku-wodociagi

2.	https://isokolka.eu/kuznica/59444-atak-
hakerski-na-oczyszczalnie-sciekow

3.	https://cert.pl/uploads/docs/Raport_CP_2024.pdf

4.	https://cert.pl/posts/2024/05/rekomendacje-ot/

5.	https://cyberdefence24.pl/ – selected publications
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Hydropower sustainability in practice

Hydropower, when developed 
responsibly, can be central to 
a clean, secure energy future. But 

building and operating hydropower that 
is sustainable requires more than just 
good engineering. It calls for projects that 
are environmentally and socially robust, 
aligned with international best practices 
and continuously improving throughout 
their lifetime.

Setting new standards  
in sustainable hydropower
The Hydropower Sustainability Stand-
ard (HSS) provides developers, operators 
and investors with a framework to assess, 
improve and certify hydropower projects 
against globally recognised environmental, 
social and governance (ESG) criteria. Cer-
tification under the HSS is not a finish line, 
but part of a cycle of progress — empow-
ering projects to identify gaps, act on them, 
and deliver lasting benefits to communities 
and ecosystems. Four recent certifications 
— in Malaysia, Iceland, Brazil and Scotland 
— illustrate how the HSS is shaping bet-
ter outcomes and helping to build confi-
dence that hydropower can be developed 
the right way.

Closing gaps and building confidence 
in Malaysia
The Bakun Hydroelectric Plant in Sarawak, 
Malaysia — Southeast Asia’s largest hydro-
power facility — was awarded Silver certi-
fication under the HSS in September 2025. 
When Sarawak Energy acquired Bakun in 
2017, the company set out to strengthen 
performance across environmental man-
agement, stakeholder engagement and 
biodiversity initiatives. Our team at the 
Hydropower Sustainability Alliance trained 
more than 100 staff to become profi-
cient in the application of HSS. Alongside 
this upskilling, a series of project assess-
ments identified areas in need of improve-

ment. An initial internal baseline assess-
ment in 2020 was followed by an official 
HSS assessment in 2024. Sarawak Energy 
acted on the findings with targeted action 
plans: enhancing community engagement, 
strengthening dam safety and water qual-
ity measures and expanding ESG reporting. 
These efforts enabled Bakun to achieve Sil-
ver certification.

The certification shows how the HSS can 
help projects in complex, environmen-
tally and culturally sensitive contexts to 
systematically improve performance and 
embed good practices. Bakun’s achieve-
ment was further recognised when the 
project won the IHA Blue Planet Prize 
2025 for excellence in sustainable develop-
ment. Bakun’s Silver certification is not the 
end of the story. It marks a milestone on 
the path to sustainability, showing that the 
true strength of the HSS is in continuous 
improvement toward ever stronger social 
and environmental outcomes.

Embedding sustainability in Iceland
Set in the dramatic landscape of East Ice-
land’s fjords and glaciers, the Fljótsdalur 
Hydropower Project — the country’s larg-
est power station — achieved Gold certi-
fication under the HSS in 2025. This also 
marked a global milestone that HSS-certi-
fied projects can now be found on every 
major continent.

Sustainability has been central to the 
development and operation of Fljótsdalur. 
The 690 MW run-of-river plant operates 
with an exceptionally low greenhouse gas 
footprint of 1.2 g CO₂ e/kWh and has been 
designed to adapt to a changing climate, 

supported by a robust climate risk assess-
ment programme.

Following an earlier assessment in 2017 
that highlighted areas for improvement, 
national utility Landsvirkjun implemented 
measures to strengthen governance, oper-
ational performance and reporting. Sus-
tainability has been embedded into the 
company’s operations, with transpar-
ent public reporting through the Global 
Reporting Initiative¹ (GRI) and Climate Dis-
closure Project² (CDP), and ongoing mon-
itoring of environmental and social out-
comes to ensure lasting positive impacts.

Environmental stewardship remains a pri-
ority. While the project initially raised con-
cerns about ecological disruption, exten-
sive monitoring shows that many 
anticipated negative impacts have not 
materialised. Species populations have 
increased, reduced flows in Jökulsá á Dal 
have supported healthier aquatic habitats, 
and large-scale revegetation has coun-

The Hydropower Sustainability Stand-
ard is empowering hydropower pro-
jects around the world to improve 
performance and deliver lasting bene-
fits for people, nature and the climate. 
From Malaysia to Scotland, Iceland 
to Brazil, these four certified projects 
show how continuous improvement 
can turn ambitious plans into practical, 
sustainable outcomes.

Fig. 1. Bakun dam and the hydropower plant in Sarawak, Malaysia

Fig. 2. Hálslón Reservoir and Kárahnjúkar 
dam in Iceland

¹ � An international independent standardisation organisation that helps  
businesses, governments and other organisations understand and  
communicate their impact on issues such as climate change, human  
rights and corruption.

² � An international non-profit organisation which helps companies,  
city, regional and national authorities to report on their environ- 
mental impact.
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tered land degradation. Cultural herit-
age has also been safeguarded. Archaeo-
logical sites have been documented and 
protected, with ongoing collaboration 
with the Cultural Heritage Agency of Ice-
land ensuring that the region’s rich history 
remains intact. By closing gaps and raising 
performance across ESG criteria, Fljótsdalur 
demonstrates how established hydropower 
projects can achieve the highest levels of 
sustainability.

Finance institutions driving  
sustainability in Brazil
The Mascarenhas Hydropower Plant in 
Brazil has been operating as a run-of-
river facility for over 50 years. It has now 
achieved Gold certification under the HSS. 
Its story highlights the important role 
financial institutions can play in driving 
sustainability outcomes.

After being acquired in 2022 by VH Global 
Energy Infrastructure plc, managed by Vic-
tory Hill Capital Partners LLP, in partnership 
with Paraty Energia, the new ownership 
made certification a priority. Assessments 
under the HSS found robust environmen-
tal management, strong labour relations 
and effective community engagement, 
alongside commitments to improve hab-
itat management and clarify land own-
ership issues. The example set by Victory 

Hill demonstrates that financial institu-
tions can actively support the energy tran-
sition by investing in renewable energy 
assets and ensuring they operate accord-
ing to the highest standards of responsi-
ble management. The project’s certifica-
tion also shows that older assets, under 
motivated ownership, can be revitalised to 
meet modern ESG standards — ensuring 
they continue to deliver reliable renewa-
ble energy while improving environmental 
and social outcomes.

Building sustainability from the ground 
up in Scotland
In Scotland, UK, SSE Renewables’ Coire Glas 
Hydropower Project became the world’s 
first pumped storage project to achieve 
certification under the HSS, earning Gold 
status in August 2025. If approved and 
built, it will be the UK’s largest long-dura-
tion energy storage facility, capable of stor-
ing around 30 GWh of renewable energy.

During its preparation-stage assessment 
under the HSS, Coire Glas demonstrated 
strong performance in labour conditions, 
health and safety, governance, stakeholder 
engagement, and environmental plan-
ning. The project has established detailed 
water and sediment management plans 
and conducted thorough assessments of 
biodiversity, cultural heritage and commu-

nity impacts, incorporating feedback from 
stakeholder consultations into its planning. 
The assessment also identified some areas 
for further improvement, including fish 
protection, downstream water flows, and 
consideration of the cumulative impacts 
of pumped storage development in the 
Scottish Highlands. These gaps are not 
critical and can be addressed before con-
struction begins.

By identifying gaps early and planning tar-
geted actions to address them using the 
HSS, Coire Glas illustrates how sustainabil-
ity considerations can be integrated from 
the project design stage.
 
A pathway for continuous 
improvement
From the tropical forests of Borneo to the 
Scottish Highlands, the Hydropower Sus-
tainability Standard is being used to drive 
sustainable development and deliver 
long-term value. These examples show 
that responsible hydropower develop-
ment can support energy security and cli-
mate goals while protecting ecosystems 
and communities.

Certification under the HSS is not an end-
point, but a milestone and a beacon that 
guides developers, operators and investors 
to embed sustainability into every stage of 
a project’s life. In short, this is hydropower 
done right.

Fig. 3. Mascarenhas dam and hydropower plant in Brazil

Fig. 4. Lower reservoir (Loch Lochy) of the Corie Glas pumped storage plant project in Scotland

The photos come from the Hydropower 
Sustainability Alliance archive.



AKTUALNOŚCI

47E W 1/2024 (49)

Water turbines for low & high head
Hydromechanical equipment
Modernisation  & rehabilitation
Spare parts
Trash racks
Consulting & design

Please contact us:

Łukasz Kalina
      +48 512 008 805
      lukasz.kalina@ioze.pl

www.ioze.pl



www.renpro.pl

Our offer:
•	 flexible range of energy purchasing and sales options

•	 years of experience in providing services to RES producers

•	 comprehensive design and planning services

•	 advanced prediction systems and management  
of renewable energy units

The elements 
work for us

Poland: Szczecin / Wrocław / Grudziądz / Gdańsk
  +48 91 812 15 32
  renpro@renpro.pl

Bringing together renewable energy system 

design, smart energy management services 

and trading of green electricity 


